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The security of secret key is a very important problem in the field of cryptology
and information security. Cryptosystem related to secret key security emerges. Se-
cret sharing, threshold cryptography, forward secure cryptography, key-insulated cryp-
tography, intrusion-resilient cryptography, secure key retrieval protocol are important
parts of work related to secret key security. The earliest intrusion-resilient system was
proposed by Itkis and Reyzin in 2002. It is an intrusion-resilient signature with the
advantages of forward secure cryptography, key-insulated cryptography and dynam-
ic security. Subsequently, intrusion-resilient signature has been fully developed, with
considerable improvement of security and efficiency. It has been used in ID-based sig-
nature. In 2012, Yu Jia et al proposes an ID-based intrusion resilient signature with
random oracles which is provably secure under CDH assume based on forward secure
cryptography and intrusion-resilient cryptography.
An ID-based intrusion resilient signature without random oracles is present in this
paper. This scheme is far superior to traditional schemes. Traditional ID-based sig-
natures’ security depends on the assumption that the secret keys are secure. Once the
key is exposed, the signatures associated with this key have to be reissued. Intrusion
resilient signature totally solves this problem. No matter how many times the scheme
is intruded, signatures in any other time is secure, as long as the enemy doesn’t com-
promise the base and the signer at the same time. Otherwise, the signatures before the
intrusion time can’t be forged. The scheme in this paper has nice property, all the pa-
rameter and storage space is no bigger than O(logT ). And in the end, if CDH problem
is hard, our scheme is provably secure in standard model.
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生产器 PKG的可信任第三方计算得到. 然而,直到 2001年, Shamir意义上的基于

















线性映射,计算量大,不适合实际应用. Boheh和 Franklin在 2004年提出来三个在
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